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What Are Digital Traces?

"Records of activity (trace data) undertaken through an online

information system (thus, digital)”
(Howison et al. 2011:769)

"Behavioral residue [individuals leave] when they interact online”
(Hinds & Joinson 2018:2)
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Benefits of Digital Trace Data

« Allow measurement of behavior (in-the-moment) at high frequency
— Evaluation of moment-to-moment changes
— Without increasing burden on participants
— Scalable
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Benefits of Digital Trace Data

« Allow measurement of behavior (in-the-moment) at high frequency
— Evaluation of moment-to-moment changes

— Without increasing burden on participants
— Scalable

« Measurement is nonreactive, i.e., without direct solicitation of
subject studied

— Digital trace data should be unaffected by measurement itself
— Reduced measurement error when measuring...

SMa rtphone LISE€ (Kobayashi & Boase 2012; Boase & Ling 2013; Andrews, et al. 2015; De Reuver & Bouwman 2015; Revilla et al. 2017;
Jones-Jang et al. 2020)

online media consumption (araujo et al. 2017; Haenschen 2020; Revilla et al. 2017; Scharkow 2016)

mOblllty (Stopher et al. 2007; Scherpenzeel 2017)
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How to Collect Individual-Level Digital Traces

e Use APIs



How to Collect Individual-Level Digital Traces

e Use APIs

Meta

An Update on Our Plans to
Restrict Data Access on
Facebook
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How to Collect Individual-Level Digital Traces

e Use APIs

SCIENCE / TWITTER / TECH

Mets Twitter just closed the book on academic
An U P date on Our Plans to research / Twitter was once an indispensable

. resource for academic research. That’s changed
Restrict Data Access on under Elon Musk.
FacebOOk BsttneCImnﬁcenc tercove glhe onment, i mate, and energy with a decade

Chesnot / Getty Images https://www.theatlantic.com/technology/archive/2023/02/elon-musk-twitter-ethics-algorithm-biases/673110/
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How to Collect Individual-Level Digital Traces

e Use APIs

SCIENCE / TWITTER / TECH
Meta

Twitter just closed the book on academic
An Update on Qur Plans to research / Twitter was once an indispensable e i
P resource for academic research. That’s changed Reddit pricing: API charge explained

R e S t ri C t D a t a A C C e S S O n under Elon MUSk. Providing a free APl was becoming costly for
Reddit. Enterprise-scale developers now have to
Facebook

P
By Justine Calma, a science reporter covering the environment, climate, and energy with a decade pay for access to Reddit's data.
of experience. She is also the host of the Hell or High Water podcast.

April 4,2018

May 31, 2023, 3:19 PM GMT+2 | [J 23 Comments / 23 New By Ben Lutkevich, Technical Features Write

redan

.
Chesnot / Getty Images https://www.theatlantic.com/technology/archive/2023/02/elon-musk-twitter-ethics-algorithm-biases/673110/ Shutterstock
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How to Collect Individual-Level Digital Traces

 Use APIs
e Collaborate with industry
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Abstract

Does Facebook enable ideological segregation in political news consumption? We o
analyzed exposure to news during the US 2020 election using aggregated data for -~
208 million US Facebook users. We compared the inventory of all political news

that users could have seen in their feeds with the information that they saw (after ©
algorithmic curation) and the information with which they engaged. We show that @
(i) ideological segregation is high and increases as we shift from potential expo-
sure to actual exposure to engagement; (ii) there is an asymmetry between conser-
vative and liberal audiences, with a substantial corner of the news ecosystem con-
sumed exclusively by conservatives; and (iii) most misinformation, as identified by
Meta's Third-Party Fact-Checking Program, exists within this homogeneously con-
servative corner, which has no equivalent on the liberal side. Sources favored by
conservative audiences were more prevalent on Facebook's news ecosystem than
those favored by liberals,
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How to Collect Individual-Level Digital Traces

 Use APIs
e Collaborate with industry
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algorithmic curation) and the information with which they engaged. We show that @
(i) ideological segregation is high and increases as we shift from potential expo- -

sure to actual exposure to engagement; (i) there is an asymmetry between conser-
vative and liberal audiences, with a substantial corner of the news ecosystem con-
sumed exclusively by conservatives; and (iii) most misinformation, as identified by
Meta's Third-Party Fact-Checking Program, exists within this homogeneously con-
servative corner, which has no equivalent on the liberal side. Sources favored by
conservative audiences were more prevalent on Facebook’s news ecosystem than
those favored by liberals,

Florian Keusch, National Academies 2024




How to Collect Individual-Level Digital Traces

 Use APIs
» Collaborate with industry

 Have users install meters and apps that continuously...
— ...track information on web browsing (URLs, HTML code, screen scraping)
— ...logs usage behavior, (native) mobile browsing, and sensor readings
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How to Collect Individual-Level Digital Traces

 Use APIs
» Collaborate with industry

 Have users install meters and apps that continuously...
— ...track information on web browsing (URLs, HTML code, screen scraping)
— ...logs usage behavior, (native) mobile browsing, and sensor readings

Advantages

+ Access to fine-grained,
prospective data

+ Relatively easy to combine with
self-reports (keusch & conrad 2023)
 e.g., EMAs
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How to Collect Individual-Level Digital Traces

 Use APIs
» Collaborate with industry

 Have users install meters and apps that continuously...
— ...track information on web browsing (URLs, HTML code, screen scraping)
— ...logs usage behavior, (native) mobile browsing, and sensor readings

Advantages Challenges

+ Access to fine-grained, - Coverage & nonparticipation

prospective data (Bosch et al. 2024, Keusch et al. 2022, 2023)
- Ethics & privacy concerns (keusch

+ Relatively easy to combine with et al. 2019; Revilla et al. 2019; Struminskaya et al.
Se”:_ reports (Keusch & Conrad 2023) 2020, 2021; Wenz et al. 2019; Wenz & Keusch 2023)
. e.g., EMAs - Missing data (sshr et al. 2022)

- Analytical challenges
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How to Collect Individual-Level Digital Traces

Use APIs
Collaborate with industry
Have users install meters and apps

Ask users to “donate” data

— Takes advantage of legislation such as GDPR Articles 15 (Right of access by
the data subject) and 20 (Right to data portability)
« See also California Consumer Privacy Act (CCPA)
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Privacy-preserving Data Donation Platforms

Informed consent Data Download Packages (DDPs) Local processing Inspect and donate Data analysis
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Example Studies

« Instagram activities among 8th and 9th graders (van priel et al. 2022)

2000 466,249
450,000

400,000

350,000

300,000

250,000

200,000

150,000 126,457

96,561
100,000

50,000
624 6,381 12,800
0 — | |

Posting Updating DM'ing Content seen Commenting Liking
stories

Florian Keusch, National Academies 2024



Example Studies

« Instagram activities among 8th and 9th graders (oriei et al. 2022)
° PhYSical aCtiVity of older adults (Keusch & Struminskaya in preparation)
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Example Studies

« Instagram activities among 8th and 9th graders (oriei et al. 2022)
. PhYSical aCtiVity of older adults (Keusch & Struminskaya in preparation)
« Effect of Instagram abstinence on body image (szafran et al. in preparation)

g—o Control =7 |+ O—D

O—Q Treatment Q)
Wave 1 Wave 2

Florian Keusch, National Academies 2024

11



Data Donation

Advantages

+ Allows access to digital trace
data that cannot be collected
otherwise

« e.qg., https://www.facebook.com/dyi

+ Works for large range of
platforms

« WhatsApp, Facebook, Instagram,
Google, LinkedIn, YouTube, Netflix,
Apple Health, Fitbit,...

+ User retains full control over
what data are donated

Florian Keusch, National Academies 2024
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https://www.facebook.com/dyi

Data Donation

Advantages Challenges

+ Allows access to digital trace - Data donation process rather
data that cannot be collected cumbersome for users
otherwise (consent, data download, data

. e.g., https://www.facebook.com/dyi upload)

+ Works for large range of - Technical skills needed to
platforms participate

« WhatsApp, Facebook, Instagram,
Google, LinkedIn, YouTube, Netflix,
Apple Health, Fitbit,...

+ User retains full control over
what data are donated


https://www.facebook.com/dyi

What Do We Know So Far?

« Users report relativly high willingness to donate data (30-75%)

(Hase & Haim 2024; Keusch et al. 2024; Ohme et al. 2021; Pfiffner and Friemel 2023; Silber et al. 2022; van Driel
et al. 2022)

— Main reason for not being willing: privacy CONcerns (keusch et al. 2024)

« Large share (up to 50%) drop out during data donation process
(Hase & Haim 2024; Keusch et al. 2024; Ohme et al. 2021; Silber et al. 2022; van Driel et al. 2022)

— Cumbersome process that requires some technical skills

« So far, few studies have assessed nonparticipation bias

— Some evidence for hlgher social media use (Hase & Haim 2024; but not Keusch et al. 2024),
political interest (vase & Haim 2024), @and “healthy donor” bias (keusch et al. 2024)

Florian Keusch, National Academies 2024
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Potential Developments for Methodological Research
on Data Donation

« Communicate idea of data donation to participants
— e.g., stressing data privacy advantages for participants

- Effective integration of data donation into survey infrastructure
— At what point to ask for donation, how to frame, how to incentivize

« Platforms/data controllers keep changing structure of and access to
DDPS (Hase et al. 2024)
— Constant monitoring (by researchers) and/or standardization (by legislators)

« Unpacking full potential of digital trace data
— In combination with self-reports, e.g., measurement models (cernat et al. 2024)

14
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